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Purpose of this guide 
This guide is for Commonwealth officials who want to start applying pressure testing within a Commonwealth entity. Though it may seem daunting, pressure testing can be a simple process that requires minimal resources and can be conducted by any entity particularly if you follow the approach set out in this guide. This guide should be read together with the Commonwealth Pressure Testing Framework. 

The guide will be useful if you are:
· thinking about undertaking pressure testing in your entity to help you understand what pressure testing is and how it can benefit your entity 
· looking to get buy-in from senior executives to support pressure testing
· starting pressure testing in your entity, to identify which form of pressure testing you can choose to start with and how you can build your capabilities over time.

What is pressure testing
Pressure testing helps you to measure the effectiveness of your countermeasures by applying different testing methods. 

This is more than just checking if countermeasures are in place or if processes are being followed. Pressure testing involves considering, and in some instances applying, common methods used by fraudsters to identify how your entity’s countermeasures could be circumvented. Pressure testing helps you find vulnerabilities and challenge assumptions about how fraud is managed within your entity. 

Pressure testing does not need to be a complex process and can be done on a small scale with limited resources. Services Australia and the United States Government Accountability Office have successfully conducted pressure testing for a number of years.

Why pressure testing is needed
Research shows that gaps or weaknesses in countermeasures lead to more fraud than any other factor. 

You are particularly vulnerable to losing oversight of risks and weaknesses in your control environments if your entity is developing new programs, undergoing a major restructure or implementing new technologies. 

Pressure testing is a proactive and proven way of identifying and eliminating your blind spots. If you know where your entity or program is vulnerable, you are better equipped and informed to prevent fraud. Pressure testing becomes even more important if your entity is required to implement or deliver a new policy, program or service  quickly with fewer checks - for example to respond to an emergency or crisis. 

Pressure testing can provide assurance that your checks and countermeasures work effectively and help identify unknown vulnerabilities that could be systematically exploited. In particular, undertaking small targeted assessments allows you to be agile in identifying effective controls or vulnerabilities even in time critical situations. 

Key benefits of pressure testing
Pressure testing has multiple benefits. The main benefit is that it helps you proactively expose weaknesses or gaps in your entity’s countermeasures that individuals or criminal groups could exploit. This proactive approach to testing countermeasures will greatly benefit senior officials and stakeholders (such as control owners, policy designers and service providers) who are accountable for managing fraud risk. It will help them make more informed decisions about their appetite for fraud risk. It will also help them take considered and decisive action to reduce the opportunity for fraud and minimise the risk of reputational damage by strengthening countermeasures.

Pressure testing also benefits you and your entity by:
· improving your understanding of different functions, programs and risks within your entity
· providing assurance that your entity’s fraud risks are being effectively managed
· developing closer working relationships between counter fraud officials and stakeholders
· increasing awareness of fraud across your entity
· helping staff and senior officials to acknowledge the risk of fraud and the potential for vulnerabilities
· maintaining program integrity during organisational change 
· aligning your counter fraud assurance approach with other entities across the Commonwealth. 

Pressure testing can be easy to adopt
The Commonwealth Pressure Testing Framework is designed to support entities to adopt pressure testing. It clearly sets out the steps involved in examining your countermeasures and also provides a suite of tools to use or modify for your own circumstances.

The framework includes three processes you can choose to apply: 
· Targeted assessments – these are simple and quick to do. 
· Critical assessments – these help you zone in on your most important countermeasures.
· Comprehensive assessments – do these after you’ve built up your capability and resources. 

Targeted or critical assessments are a good starting point for commencing pressure testing in your entity as they can be simpler to run. These assessments require minimal time and resources, particularly if you use simple methods such as desktop reviews and case studies. 

Once you have undertaken some targeted or critical assessments using simple methods, then you can look to build your capability for comprehensive assessments with more hands on methods (see Figure 1 over page). This tiered and scalable approach will help your entity build its capability over time and apply the appropriate level of testing needed for its circumstances.

Figure 1 – Methodology spectrum
Note: As you go down the below list, the capability and hands on requirements for the pressure test increase.

Research
· Concept: Theoretical discovery and review
· Examples: Desktop reviews and case studies

Observe
· Concept: Observe and evaluate information
· Examples: Interviews, Surveys, Workshops and Process walk-throughs

Analyse
· Concept: Analyse evidence and data
· Examples: Data analysis and sample testing

Test
· Concept: Actively test and probe
· Examples: Technical testing and covert testing

Examples of pressure testing in practice
Example 1: Testing System Controls 
While performing their regular duties, a staff member identifies a potential flaw in their entity’s credit card acquittal system that creates an opportunity for internal fraud. This flaw might allow someone in certain circumstances to make a purchase, acquit the transaction and reconcile their own spending with no checks required from another staff member.
The staff member alerts the Pressure Testing Team of the potential vulnerability. In response, the team conducts a targeted assessment on the acquittal process and confirms the flaw. The team then uses its findings to work with business and ICT stakeholders to fix the vulnerability. 

Example 2: Testing Information Storage Controls
The Pressure Testing Team is asked to review whether information storage controls are effective and what the risks of ineffective controls might be. 
They start by identifying countermeasures that their entity has in place to counter risks of official information being stolen or accidently disclosed. After mapping these measures, they identify the most critical countermeasures to undertake a critical assessment. They then undertake a desktop review to compare these to policies and standards, such as the Protective Security Policy Framework, to identify gaps and vulnerabilities.
The team also researches the causes and impacts of data breaches on other entities both domestically and globally. Through this they propose a range of treatments to reduce the likelihood of a breach and improve crisis planning and response if a breach were to occur.

Example 3: Testing Procurement Processes 
The Pressure Testing team decide to review the entity’s procurement practices to determine if they could allow for fraud. They have had experience in conducting pressure tests and are able to undertake a comprehensive assessment of all relevant countermeasures. They start by reviewing the entity’s procurement policies and procedures to confirm they are in line with Commonwealth Procurement Rules. They also review a sample of procurement decisions to confirm that correct processes were applied on all occasions. The team identifies a range of treatments to counter fraud risk such as: 
· centralising procurement policies and procedures 
· creating more tailored policies and procedures to different types of procurement
· developing clearer mandatory requirements in procurement policies and procedure 
· requiring clearer record keeping for different types of procurement. 



10 Steps to starting pressure testing
The Commonwealth Fraud Prevention Centre (Centre) has developed the following 10 practical steps which you can use in adopting pressure testing. These steps are flexible and you can adapt them to meet your entity’s need:
· Step 1 – Prepare your entity for pressure testing.
· Step 2 – Get buy-in from senior officials and stakeholders.
· Step 3 – Join the community. 
· Step 4 – Set up your pressure testing capability. 
· Step 5 – Choose areas to pressure test.
· Step 6 – Choose your process. 
· Step 7 – Start your first pressure test. 
· Step 8 – Provide outcomes and recommendations. 
· Step 9 – Build your capability. 
· Step 10 – Share your results.

Step 1 – Prepare your entity for pressure testing
There are several preparatory steps you can take to help inform pressure testing within your entity:
· Undertake fraud risk assessments. These will help you identify fraud risks and the countermeasures that your entity has in place. 
· Identify who should conduct pressure testing within your entity. For example, this can be your fraud control, audit or governance area. 
· Work with others across your entity. Close engagement with other staff is the most essential component of pressure testing. 
· Read the Commonwealth Pressure Testing Framework.
· Use the Centre’s other resources such as the Fraudster Personas and common countermeasures.
· Engage with the Centre and Commonwealth Pressure Testing Community of Practice.

Scenario 1: Small agency with limited/emerging capability 
Jo works in the fraud team for a small program delivery agency. Jo believes that pressure testing could help to strengthen countermeasures in their program, improve program integrity and reduce the risk of reputational damage if fraud were to occur. Jo goes through the risk assessment that the team recently undertook and identifies several countermeasures that would be suitable for testing. Jo also consults the Commonwealth Pressure Testing Framework before speaking with their team about the suitability and potential for pressure testing in their program.

Scenario 2: Larger department with mature capability 
Alex works in a large department and notices that there are vulnerabilities in their entity’s system that make it easy for staff to receive unauthorised access to payments. Alex knows that this vulnerability has been identified in the risk assessment but knows that nothing has been done to test or remedy the vulnerability. Alex thinks that this vulnerability would be suitable for pressure testing and notifies the fraud team within the department.
 
Step 2 – Get buy-in from senior officials and stakeholders
Pressure testing requires approval and resourcing. Decision makers in your entity will need to be able to justify why resources should be directed to pressure testing over other areas and initiatives.
Building a strong narrative can help you to get buy in from key decision makers and the necessary support to start and/or continue pressure testing. Revisit the benefits outlined in this guide and craft a compelling narrative by answering the following questions:
· How would pressure testing help your entity meet its objectives?
· How will it protect services and clients from fraudsters, criminals and scammers?
· How will it help make sure services and support gets to those who really need it?
· How will it help protect information or assets from loss, theft or misuse?
· How will it support project delivery?
· How will it support the integrity of critical corporate functions such as procurement? 
· How will it protect the good reputation of the entity and the APS?
· How will it help respond to a pressing issue facing your entity?
· How does pressure testing align with broader government priorities such as economic recovery, improved service delivery, improved efficiency and cross-government collaboration?
· How can pressure testing help your entity respond to a fraud risk or incident by identifying lessons learned and applying them to other work across the entity?
· Fraud incidents, audit reports or baselining activities may expose weaknesses in counter fraud arrangements. Pressure testing provides an effective response that can address those concerns. 

Obtaining approval is particularly important for pressure tests involving more advanced methods such as covert tests. Approval helps protect staff undertaking the test from liability. You should obtain legal advice if you are uncertain about any legal implications of pressure testing activity. 

Scenario 1 
Jo begins building a narrative to support executive buy-in for the pressure test. As the agency is small and recently experienced budget cuts, Jo recognises that it is unlikely they will be able to secure funding for additional staffing to undertake critical or comprehensive testing. As such, Jo prepares a proposal to get consultants to undertake a targeted assessment of the program countermeasures through a series of workshops and desktop reviews. Jo’s narrative includes information about the success of pressure tests in other agencies, as well as an outline of how it fits with their agency’s integrity focus. 

Scenario 2
Alex works with the fraud team to prepare a narrative and evidence base to secure two of their fraud staff to undertake a critical assessment of the identified weakness in the system. The narrative focuses on the potential risks for service delivery, impact on program recipients (if money is stolen, less funds are available for the community and program recipients’ safety may be put at risk) and potential damage to the entity’s and government’s reputation more broadly. 

Step 3 – Join the community
You will not be alone when you begin pressure testing.  You will have the support of the Centre and the Commonwealth Pressure Testing Community of Practice.

Pressure Testing Community of Practice
The Commonwealth Pressure Testing Community of Practice is a forum where entities conducting pressure testing share their experiences, best practice and lessons learned from pressure testing. It brings entities together with similar risks and capabilities and helps improve their pressure testing capabilities.

Commonwealth Fraud Prevention Centre
The Centre sits within the Attorney-General’s Department and works to strengthen counter fraud capabilities by equipping, enabling and empowering Commonwealth entities with counter fraud guidance, tools and resources. The centre is responsible for the Commonwealth Pressure Testing Framework and can help Commonwealth entities begin pressure testing. Email info@counterfraud.gov.au for further information. 

Pressure testing has a force multiplier effect. The more entities that are doing it, the more entities will be able to share information on vulnerabilities and best practice. By being part of the Commonwealth Pressure Testing Community of Practice, you will learn from other entities and have access to information about previous tests and results. This engagement will mean that you are not starting pressure testing from scratch. You will benefit from:
· over eight years of pressure testing experience from Services Australia and other entities
· product suites specifically designed for pressure testing by Commonwealth entities
· information and lessons from past tests.

Scenario 1 
Jo and another member of their team join the Commonwealth Pressure Testing Community of Practice. At one of the meetings, they hear about an entity that successfully engaged consultants to help with a pressure test. Jo speaks with that entity to get some insights on how they selected the consultants and the effectiveness of the test. 

Scenario 2
A number of people in the fraud team at Alex’s department are part of the Commonwealth Pressure Testing Community of Practice. During a meeting they learn that another department has undertaken pressure test that is similar to one Alex is planning. Alex reaches out to that department to use their completed pressure test as a case example to help plan and scope their own proposed pressure test.

 
Step 4 - Set up your pressure testing capability
Staffing
Some pressure testing activities, such as targeted assessments, can be done with minimal resources. However as with most activities, the more you invest in pressure testing the greater return you will get.
Pressure testing can be started with just two people, one to approve tests and one to undertake tests. These do not need to be full time positions. 

Scenario 1
The fraud team in Alex’s department has been working on setting up a pressure testing capability for a number of months. Among other things, the team has two staff dedicated to scoping and conducting pressure tests in the department. 

Outsourcing
External parties conducting pressure tests is still beneficial even though your entity might not receive the full range of benefits of pressure testing. Using external parties is often a good starting point, as it can help show the value of pressure testing and help in justifying investment in internal capabilities. 
When engaging external parties, relevant skill sets to look for include experience in fraud investigations, audits and risk assessment. If external partners are engaged, it is still important to use results of any pressure tests to build your own capabilities.

Scenario 2 
Jo gets approval from her agency and engages a consulting company that has experience conducting pressure tests. Jo hopes that, if the pressure test has valuable outcomes, they may be able to encourage the agency to provide funding for an ongoing internal pressure testing function.

Governance
Pressure testing relies on the active engagement and support of senior officials within each entity. Strong and defined governance arrangements are particularly important when scoping and approving activities and when managing the outcomes of a pressure test. Governance arrangements will vary between entities based on risk appetite and which pressure testing processes are used. 
There are some governance arrangements that you will need to have in place. You will need to:
· obtain approval from a relevant accountable official to start pressure testing which may include adding it to your entity’s fraud control plan and strategy
· identify who will approve individual pressure test plans and covert testing activities (if required)
· identify who will approve individual pressure test reports
· identify how key actions, decisions and outcomes will be recorded and reported
· identify how the implementation of treatments will be recorded and monitored.

Scenario 1 
Jo goes through the relevant processes to receive approval from their branch head to obtain the consultants. Jo is given approval from the relevant senior official (Jo’s branch head) to be the key point of contact and approver for pressure test reports. Jo identifies another member of their team to record, report and monitor the pressure test. 

Scenario 2
The fraud team has approved Alex’s request to undertake a critical assessment of the identified vulnerability in the countermeasures. The fraud team seek approval from the relevant official (the division head) in the program, and Alex is identified as the key contact. The fraud team already has governance arrangements in place including an approver for pressure test plans and activities.

Products
Having core templates for planning, communication, testing and reporting will make pressure testing simpler. It will also help make sure pressure testing is conducted consistently. The Centre has developed a suite of products that entities can adapt and use to meet their individual needs. In particular, the product suite contains a Reporting Template, Pressure Test Reporting Tracker, which can be used to track the progress and record outcomes of pressure tests. You can use the tracker to record multiple pressure tests and measure performance as well as other key metrics. Email info@counterfraud.gov.au for further information about these products.

Scenario 1
Jo gets agreement from the Centre to provide their pressure testing framework and product suite to the consultants to help them with the pressure test and to make sure the results are recorded consistently which would help them with future pressure tests. This also reduces the cost of the contract.

Scenario 2
The fraud team use a number of pressure testing products to support the critical assessment. These products help the team in making sure the test is consistent with other pressure testing activities that they have undertaken.  
 


Step 5 - Choose areas to pressure test
You can use investigations, risks assessments, staff feedback and/or audit findings to help identify which countermeasures, processes, programs, functions or systems are suitable for pressure testing. Remember, pressure testing can also be done on new policies or programs that are in the design process. When deciding what areas to pressure test, it is important to consider the potential benefit to your entity and whether there have been any other similar audits or tests recently conducted. 

Other factors that may influence which type of testing to choose include:
· Is the pressure test a proof of concept? You may want to focus a small targeted or critical assessment on a program which can show a demonstrable benefit to your entity.
· Is the pressure test building a new capability?
· You may want to look for a targeted or critical assessment on a program that offers opportunities to try techniques, provide lessons learned and/or identify future tests.
· How many staff will be involved in the pressure test?
· What is the timeframe for the pressure test?
· What benefits will the pressure test bring to your entity and other entities?
· All entities have common functions and processes such as payroll and procurement. Learnings from pressure tests in these areas can benefit multiple entities.
· Some entities have specific programs such as grants or service delivery. Working with other entities who deliver similar functions can help improve the efficiency of testing and avoid duplication.
· What data or information can be accessed?
· It is important for you to be able to access relevant data to successfully conduct a pressure test. Understanding data access will help you choose the process and methods for pressure tests.
· Co-designing and planning pressure tests with line areas can help improve access to data.
· Having secure systems for storing and managing information can provide assurance to line areas that their data will be handled appropriately. 

Scenario 1 
Jo sits down with the consultants and goes through the agency’s risk assessment to identify which countermeasures should be tested. They decide to test the countermeasures which, if exploited, would result in the greatest reputational risk to their agency. Jo believes that not only will testing this countermeasure strengthen the integrity of the program but the results may also be useful for building a narrative to get support for a stronger fraud capability. 

Scenario 2
The fraud team decide to focus on countermeasures in the system which, if breached, would allow staff to fraudulently access payments. The team decide that this vulnerability poses a significant risk to their entity and any findings from the pressure test would provide opportunities to strengthen countermeasures and provide lessons learned to other entities that use similar systems. The team also believe that this test will give them the opportunity to try a new technique and it is within their time and staffing capabilities. 

Step 6 - Choose your process
When you first start pressure testing, it is best to undertake targeted or critical assessments focusing on a small number of countermeasures using simple methods. As your pressure testing maturity and capability builds, you may wish to conduct more comprehensive testing and use more advanced methods such as covert testing.

Beginner Process Targeted Assessment Testing individual countermeasures
Targeted assessments help entities test the effectiveness of a single countermeasure or a small number of closely associated countermeasures. These targeted and agile assessments take minimal effort and allow entities to selectively test key countermeasures across a wide range of systems, processes and risks.

Intermediate Process Critical Assessments Testing only the most critical countermeasures
Critical assessments help entities identify and test the effectiveness of the most critical countermeasures within a program or function. This process would help make sure resources are focused on an entity’s more critical countermeasures within a broader control environment.

Advanced Process Comprehensive Assessments Testing all known countermeasures across integrated environments
Comprehensive assessments help entities undertake comprehensive ‘deep-dive’ reviews that consider multiple current or emerging fraud risks across programs, payments, systems and processes, and assess the effectiveness of the integrated control environment to mitigate these risks.

Scenario 1 
After speaking with the consulting company, Jo and the team decide that a targeted assessment would be the most effective process and allow them to try pressure testing using simple methods. 

Scenario 2 
The fraud team decide to undertake a critical assessment of the countermeasure that Alex identified in the system. They have previously undertaken a number of fraud risk activities that will help them test several controls. 
 
Step 7 - Start your first pressure test
Write a plan
You will need to develop a pressure testing plan that outlines the proposed scope and methods. As you conduct the test, you may identify other opportunities for testing. You can always vary your plan with appropriate approval.

Consider the expected and potential outcomes
Plan for the potential outcomes of the pressure test. Consider what the results may be and who may be effected. This will allow you manage risks and to brief and prepare relevant stakeholders.

Scenario 1 
Jo prepares briefs for senior officials in the testing and line areas outlining potential outcomes and response options. They are happy with the briefs and become more engaged in the process.

Scenario 2
Alex and the fraud team identified a potential test outcome for this critical assessment that could be sensitive for some stakeholders. The fraud team in collaboration with Alex’s team prepare briefs up to the Minister’s office to make sure they are aware of the testing activities and these potential outcomes. They also brief key stakeholders and prepare a media brief in case there are public ramifications arising from the pressure test. 

Decide what testing techniques you might use
You can use a variety of pressure testing techniques to test the effectiveness of different types of countermeasures. Pressure testing works best when multiple testing methods are used. 

Like testing a gold nugget 
A good analogy for testing the effectiveness of countermeasures is how someone might measure the value of a gold nugget. They cannot measure the value of the nugget just by weighing it. Nor can they measure its value just by its purity. They need to determine both its weight and purity, and then they need to consider the current market price for gold. Similarly, there may be different measurements needed to determine the true effectiveness of a countermeasure.

When commencing pressure testing, start by using simple methods that require less governance and resources to test relevant countermeasures. Pressure testing using hands off methods such as desktop reviews and workshops can be completed in less than a week.
As your skills develop you may wish to do more hands on testing and use more advanced methods.

Scenario 1 
After speaking with the consulting company, Jo and the team decide that a desktop review, program walkthrough and staff workshops are appropriate methods to start their pressure test. Together they identify a number of staff to take part. They are able to conduct the pressure test over the course of a week. 

Scenario 2 
As part of their critical assessment, the fraud team have decided to undertake staff workshops, a program walkthrough and sample testing. They plan to conduct the pressure test over the course of a month.



Use the Commonwealth Pressure Testing Framework
The Commonwealth Pressure Testing Framework sets out processes for how to conduct targeted, critical and comprehensive assessments. It contains specific advice on techniques and methods, such as identifying a fraud risk using the Actor-Action-Outcome process, and using the Fraudster Personas to ‘think like a fraudster.’ 

Scenario 1 
The consultants finalise a plan with Jo to undertake a number of desktop reviews and process walkthroughs throughout the week. The assessments are conducted in accordance with the plan and identify several vulnerabilities.

Scenario 2 
The fraud team undertake a number of workshops and program walkthroughs before undertaking sample tests. They decide on a longer timeframe to space out the tests (to replicate fraudster behaviour) and to give some time to see if the tests identify any anomalies over time and vary their pressure testing plan accordingly. The assessments identify several vulnerabilities. 
 
Step 8 - Provide outcomes and recommendations
After you have finished your tests, you can develop comprehensive reports on pressure testing outcomes and use a collaborative co-design approach with relevant line areas to come up with recommendations to treat any identified vulnerabilities in the countermeasures. Pressure testing is a collaborative project which works best when you work together with stakeholders to identify and implement solutions. You can also consult with other entities and the Centre to find out if other entities have identified similar vulnerabilities and/or treatments.

Scenario 1 
The consultants prepare a report on their preliminary findings. Jo works with the consultants and relevant teams over a series of workshops to determine the best fixes to the vulnerabilities identified and develop a series of recommendations. Jo escalates this report and the recommended changes within the agency entity to the relevant branch heads who support their implementation. Jo records the outcomes of the pressure test in the reporting tracker to make sure that the results can be compared with future tests and findings.

Scenario 2 
The fraud team develop a report on the vulnerabilities in the system. They also undertake and incorporate further research, looking at system breaches in other entities and internationally, to highlight the severity of these vulnerabilities. The fraud team speak with Alex and together they escalate the report and recommendations within the line area. The head of Alex’s line area escalates the report further to demonstrate the severity of a potential breach and the urgent need for funding to implement the recommendations. This is supported by the department. The fraud team record the outcomes of the pressure test in their reporting tracker and compare their results with another entity that has conducted a similar test. 
 
Step 9 – Build your capability
Now that you’ve completed a pressure test, you can use the results to inform and build capability for future pressure tests.

Start small and continually improve
Starting small enables you to make sure your internal process work effectively, and will help you when moving to more hands on methods. You can also refine your governance and testing processes before you move on to comprehensive assessments and covert tests. Results from pressure tests may also lead to getting more buy in and additional resources

Scenario 1 
Jo’s pressure test meant that team were able to secure additional funding to undertake yearly pressure tests on the countermeasures in the system. They hope to use the funding to hire contractors to undertake covert testing in the future.

Scenario 2 
As the testing highlighted the risk and potential severity of a system breach, Alex’s entity provides further funding for the fraud team to hire more staff and to undertake tests on a number of other programs.

Embed pressure testing in fraud control systems or plans
Pressure testing should be a core part of an entity’s counter fraud system. It provides assurance on the effectiveness of countermeasures and can be used to help with risk assessments and policy design. Building pressure testing into your entity’s fraud control plan can provide a clear reference for all officials on how it relates to your entity’s fraud control arrangements and priorities.

Scenario 1 
Jo speaks with their branch head who pushes for pressure testing to be included in their agency’s fraud control plan.

Scenario 2 
Alex’s department includes pressure testing as a part of their fraud control plan and requires pressure tests to be conducted within programs at least once in the program life cycle. 

 


Use pressure testing methods in other areas
Elements of the pressure testing methods can also be used in undertaking risk assessments and program design, particularly methods such as desktop reviews, red teaming workshops, case studies and program walkthroughs. These activities do not formerly need to be part of a pressure testing program but will still be beneficial if you can record results and share learnings.

Scenario 1
Jo uses elements of pressure testing methods such as workshops and desktop reviews when undertaking their yearly risk assessment. 

Scenario 2
Alex is working with another area to help design a new program and undertakes a number of workshops and walkthroughs on countermeasures in order to make sure the new program is resilient to fraud. 
 

Step 10 – Share your results
Providing your results to the Centre will contribute to the development of pressure testing capabilities across the Commonwealth. The Centre can help collect outcomes from pressure tests and share trends and information on common vulnerabilities and countermeasures. These results will also help inform the Centre’s guidance and products to help entities. Pressure testing results can be provided to the Centre in full or in an anonymised form. All information provided to the Centre will be stored securely with appropriate safeguards. You can also share outcomes directly with other entities through the Commonwealth Pressure Testing Community of Practice. This can be done by providing a full case study or an anonymised version if there are any sensitivities that your entity is not willing to share. 

Sharing results helps both your entity and others. You will help other entities improve their countermeasures and avoid duplication of effort, while learning from their experiences and expertise. The more entities that are conducting pressure testing, the greater the opportunity to learn from other entities’ experiences and identify common vulnerabilities.

Scenario 1
Jo shares the full pressure tests’ results with the Centre, which is able to turn the test into a case study and incorporate outcomes into material to support other entities conduct pressure tests. Jo presents on the results of their pressure tests at the Community of Practice. A number of members of the Community of Practice get in touch to discuss their findings and seek advice regarding planned pressure tests. Their tests inspire a number of entities to push ahead with pressure testing plans. 

Scenario 2
Alex shares a genericised version of the pressure tests’ results with the Centre, which is able to incorporate outcomes into material to support other entities conduct pressure tests. Alex hears another member of the Community of Practice talk about starting a similar pressure test and Alex advises them on how to build support and methods to use. 

We aim to be your trusted advisor
[bookmark: _GoBack]The Commonwealth Fraud Prevention Centre works with Commonwealth entities to adopt and further develop pressure testing process and techniques. It has also created a range of templates and guides for conducting pressure tests.

Contact us at info@counterfraud.gov.au if you would like more information about pressure testing, be involved in the Commonwealth Pressure Testing Community of Practice or would like a copy of the Commonwealth Pressure Testing Framework.
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